
Ransomware is a form of malicious software allowing criminals online to 
lock files on your business devices.

Criminals will then inform you that your files will not be 
unlocked until a sum of money is paid.
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How to protect your business: 
• Ensure your anti-virus software and firewall are 

up-to-date on all devices

• Fully install software updates as soon as they appear 

• Do not click on links or open attachments in unexpected emails

• Back up your files to external hard drives, online storage or USB sticks 
but make sure that they aren’t left connected to the computer

• Do not insert unknown USB sticks into your computer 

• Advise your staff to only visit websites you know you can trust
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To report a concern contact: Action Fraud 0300 123 2040 To report a concern contact: Action Fraud 0300 123 2040


